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T~NS/T Report No: 
Meeting Date: 

Alameda-Contra Costa Transit District 

STAFF REPORT 
TO: Operations Committee 

AC Transit Board of Directors 

FROM: Kathleen Kelly, Interim General Manager 

15-137 
June 10, 2015 

SUBJECT: Report on TSA Baseline Assessment for Security Enhancement for District 

BRIEFING ITEM 

RECOMMENDED ACTION(S): 

Consider receiving a report on AC Transit Baseline Assessment for Security Enhancement from 
the Transportation Security Administration (TSA) regarding the status of security at AC Transit. 

EXECUTIVE SUMMARY: 

On April 22, 2014, the TSA Office of Security Operations, Surface Transportation Security 
Inspection Program conducted a Baseline Assessment for Security Enhancement (BASE) review 
of the Alameda-Contra Costa Transit District. 

The results of the BASE examination allows TSA to establish a security profile and baseline for 
transit security systems, monitor improvements individually as well as nationally, and determine 
future program security decisions and requirements. The comprehensive security assessment 
identifies a transit system's strengths as well as potential vulnerabilities. 

TSA found the District to be excellent in 5 categories (out of 17) and found deficiencies in 5 
categories. 

BUDGETARY /FISCAL IMPACT: 

There is no budget impact at this time. However, as the District moves to mitigate some of the 
recommendations made in the assessment by TSA, there may be some costs associated with 
proposed improvements to security. 

BACKGROUND/RATIONALE: 

TSA provided their BASE report to AC Transit that details security elements assessed and 
provides options for consideration in mitigating potential vulnerabilities discovered during the 
assessment. In addition to the BASE report, TSA offers transit agencies access to their BASE 
Resource Kit, which serves as a tool in coordination with the BASE to provide cost-effective 
measures to assist in improving system security. 
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The BASE is a voluntary security assessment of mass transit and passenger rail systems that 
examines security posture within seventeen (17) Security Action Items. The action items 
consist of: 

1. Establishing Written System Security Plan and Emergency Response Plan 
2. Define Roles and Responsibilities 
3. Ensure Operational Personnel Understand Security Roles 
4. Coordinate Security and Emergency Management Plans 
5. Establish and Maintain a Security and Emergency Training Program 
6. Establish Plans and Protocols to Respond to the National Terrorism Advisory System 
7. Implement and Reinforce a Public Security & Emergency Awareness Program 
8. Establish and Use a Risk Management Process 
9. Establish and Use a Threat and Intelligence Information Sharing Process 
10. Conduct Tabletop and Functional Drills 
11. Develop a Comprehensive Cyber Security Strategy 
12. Establish Facility and Access Controls 
13. Conduct Physical Security Inspections 
14. Conduct Background Investigations of Employees and Contractors 
15. Ensure Document Control 
16. Ensure Process for Handling Sensitive Security Information 
17. Implement Security Program Audit 

The BASE review was developed by the Transportation Security Administration Security 
Inspection Program and the Office of Security Policy and Industry Engagement to support a 
transit agency's strategic goals of increasing security and domain awareness, enhancing 
prevention and protection capabilities, and furthering response preparedness oftransit systems 
nationwide. The BASE review achieves these goals by accomplishing the following: 

• Baselines a transit agency's internal security processes, procedures and policies against 
TSA and FTA developed recommendations. 

• Enhances a transit agency's overall security environment through the development of 
corrective action and recommendations to remediate any security program weaknesses 
during the review. 

• Identifies programs and protocols that might be "Best Practice" models for other 
systems. 

• Increases TSA's insight into universal security issues, concerns, and trends occurring 
nationally to inform future policy decisions and to target resources accordingly. 
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TSA assessed AC Transit as excellent in the following categories: 

2 Define roles and responsibilities for security and emergency management 
4 Coordinate Security and Emergency Management Plan(s) with local and regional agencies 

8 Establish and use a risk management process 
10 Conduct Tabletop and Functional drills 

15 Control access to documents of security-critical systems and facilities 

TSA identified areas for improvement in the following categories: 

5 Establish and maintain a Security and Emergency Training Program 
6 Establish plans and protocols to respond to the National Terrorism Advisory System 

(NTAS) alert system 
11 Develop a Comprehensive Cyber Security Strategy 
16 Ensure existence of a process for handling and access to Sensitive Security Information 

(SSI) 
17 Conduct Security Program Audits 

92% 
100% 

92% 
92% 

100% 

66% 
50% 

57% 
25% 

SO% 

The Protective Services Staff is working diligently with TSA to resolve the deficiencies, using 

recommendations outlined in the BASE assessment. However, some of the recommendations 

may require significant capital expenditures (e.g., hardening of facilities at each division to 

include gates at employee entrances and repositioning guard stations at bus entrance 
driveways.) The capital cost to address the recommendations will need to be determined by 
further analysis. 

The benefit of hardening our facilities is the increased safety of our infrastructure and 

employees. Staff believes that there may be grants available to offset the costs, and the 

completion of the BASE increases our chances of being funded for some (TSP) Transportation 
Security Grants. 

ADVANTAGES/DISADVANTAGES: 

The advantage of having a BASE done ensures that AC Transit is continuing its effort to abide by 

its goal of creating a safety culture while recognizing the important role security has within 
transit agencies. The BASE assessment affords transit agencies the opportunity to be scrutinized 

through the eyes of a federal agency in addition to moving in a direction to mitigate those areas 

of vulnerability that could put an agency in jeopardy of being susceptible to a terrorist attack. 
Additionally, many grant opportunities require transit agencies to have a BASE assessment to 

apply for funding. The BASE assessment allows AC Transit to apply for grant funding such as the 
Transit Security Grant Program. 
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The disadvantage of having a BASE done is realizing the cost needed to address the deficient 
areas found by TSA. Many of the recommendations require extensive modifications to existing 
infrastructure throughout the District to ensure compliance. 

ALTERNATIVES ANALYSIS: 

An alternative to having a BASE assessment done by TSA would be to have a private company 
do a similar type vulnerability assessment of the District's critical assets and infrastructure. The 
process would not be as cost effective as the TSA's process. Therefore, the District went with 
the TSA analysis and recommendations to mitigating security related issues facing the District. 

PRIOR RELEVANT BOARD ACTIONS/POLICIES: 

None 

ATIACHMENT(S): 

None 

Department Head Approval: James Pachan, Chief Operating Officer I Interim Chief Financial 
Officer 

Reviewed by: Denise C. Standridge, General Counsel 

Prepared by: Kerry D. Jackson, Protective Services Manager 




